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Cybersecurity Skills Gap Facts
 ˣ There are over 42K unfilled health and social  

service cybersecurity positions in the U.S.

 ˣ According to a recent study, only 4 percent of 
cybersecurity workforce worked in healthcare, 
pointing to a more extreme need for workers in  
this sector.

 ˣ The same study found 95% of cybersecurity 
professionals believe that the cybersecurity skills 
shortage has remained the same or gotten worse 
over the last few years.

 ˣ High salaries, competition with remote opportunities, 
and lean budgets contribute to the hiring challenges.

 ˣ On average, it takes 100+ days to fill job positions 
(almost three times as high as the national average for 
other industries).

 ˣ Lack of experienced security staff hinders most 
companies from realizing the full capabilities of 
advanced security tools and sufficiently managing 
organizational risk.

Learn strategies to overcome the healthcare 
cybersecurity skills gap to fully support 
Security Operations 24/7/365
Deepwatch’s Managed Detection and Response (MDR) 
services for hospitals, payers, outpatient clinics and 
other settings offers CISOs a trusted partner to support 
affordable and scalable, 24/7/365 security operations 
activities. MDR services can help healthcare optimize 
within their often constrained budgets by reducing overall 
security costs, augmenting staff with experts, minimizing 
alert fatigue, managing incident response, and improving 
overall protection and detection.

Why Deepwatch
The cybersecurity skills gap is putting healthcare 
organizations at risk. With Deepwatch managed detection 
and response services, organizations can improve the 
security staffing process to meet the need for skilled 
personnel within budget, optimize their SecOps for 
functionality and growth, and institute risk management 
to help mitigate the issues associated with security 
operations activities.
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Security Staffing Is a Never-Ending Task
With too few skilled staff available, healthcare organizations 
struggle to protect against evolving and sophisticated 
cyberattacks including proliferating ransomware, phishing, 
social engineering, and zero days. Additionally, they also have 
the added complexity of an expanding attack surface in cloud, 
multi-cloud, hybrid, and on-premises environments from 
mergers, telehealth, and connected devices. 

Cybersecurity isn’t one function, and no single cybersecurity professional will possess every skill. To adequately 
staff security operations activities, healthcare organizations need to recruit, hire, and maintain staff for as many 
50+ different security roles, each requiring specialized skills and expertise.

Today’s SOCs supporting healthcare organizations are very different from just a few years ago. Modern SOCs 
include threat hunting, threat intelligence, analytics, digital forensics, detection, response, and triage, security 
information and event management (SIEM), vulnerability management, compliance, identity and access 
governance, and security orchestration, automation, and response (SOAR). 

Priority Cybersecurity Roles
• Chief Information Security Officer (CISO)
• Security Operations Center (SOC) Analyst
• Threat Hunter

INCREASING THREATS RELATED TO THE CYBERSECURITY SKILLS GAP

 ˣ Healthcare has been highly targeted for ransomware 
due to lucrative ePHI resulting in an average loss of 
$1.27 million– considering downtime, people time, 
device cost, network cost, lost opportunity, ransom 
paid, etc. – was $1.27 million.

 ˣ Ransomware gangs are now operating more like 
professional businesses and are increasingly 
outsourcing certain functions to specialist 
cybercriminal groups, who assist with payments, 
negotiations, arbitration, and provide 24/7 help 
centers for victims.

 ˣ Telehealth providers had experienced an increase 
in targeted attacks as telehealth’s popularity 
skyrocketed with a 117% increase in website/
IP malware security alerts and a 65% increase in 
security patching of known vulnerabilities.

 ˣ Healthcare and hospital systems with enormous 
amounts of medical devices connected to their 
networks are particularly vulnerable to potential 
exploits.

The Challenges of Security Staffing

The Importance of an Optimized SOC
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• 24/7/365 monitoring of the healthcare IT  environment by experts.
• SIEM technology to collect, store and analyze  data in real-time, detect advanced attacks, and raise 

alerts about anomalies.
• Risk management by proactively hunting for indicators of compromise to identify evasive attacks.
• Rapid response to mitigate impact of threats from isolating  affected endpoints to modifying  network 

segments to contain threats and unauthorized changes.
• Assessment of current security posture and blueprint  to help improve the security posture on a 

continuous basis.
 

 DEEPWATCH 
Deepwatch delivers data-driven managed security services while 
extending customers’ cybersecurity teams and proactively advancing 
their SecOps maturity. Powered by our innovative cloud-native 
platform, Deepwatch is trusted by leading global organizations to 
provide 24/7/365 managed security services.

CONTACT US 
deepwatch.com/contact 
7800 E Union Ave, Suite 900  
Denver, CO 80237 
855.303.3033 
www.deepwatch.com

Benefits of Deepwatch MDR for Healthcare

Managed Detection And Response At A Glance

EXTEND SECOPS AND SOC SUPPORT
 ˣ Augment staff with leading experts
 ˣ Minimize alert overload and reduce  fatigue
 ˣ Ensure seamless technology integration

IMPROVE SECURITY
 ˣ Detect and prevent attacks 24/7/365

 ˣ Improve visibility

 ˣ Manage response to identified threats 

IMPROVE STAFFING AND ROI
 ˣ Reduce staffing costs
 ˣ Minimize HR complexity
 ˣ Improve staff work/life balance

SUPPORT HEALTHCARE STRATEGIC 
OBJECTIVES

 ˣ Ensure business continuity and prevent disruptions to 
patient care

 ˣ Guarantee scalability
 ˣ Clearly show maturity to clinical boards for funding 

justifications and new requests.
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